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Outline

• The role of models in STPA
• Different views
• Key features
• Use cases

– Problem statement
– Examples
– Rulesets

• Conclusion and outlook
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The Role of Models in STPA
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Examples of Abstract HCS Diagrams
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Adesina A., Hussain Q., Pandit S., Rejzek M., Hochberg A. 
Assessing the Value of System Theoretic Process Analysis in a 
Pharmacovigilance Process: An Example Using Signal Management
In Pharmaceutical Medicine, Springer; July 2017

Blandine A.
STPA Applied to the Risk Review of Complex Systems: An Example 
from the Medical Device Industry
MIT Ph.D Dissertation, 2012 (adaptation shown)
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http://em.rdcu.be/wf/click?upn=KP7O1RED-2BlD0F9LDqGVeSBU3xZ3HYLftru7RYu-2BS-2B-2FM-3D_X0IZ8ioqZspj0cBlPlY0PZtw95ltp18evIZx7zF0thJ-2FxaGoNYFiVlddz0qFICMzOpI0H4PMad8JeacA1R1JWw-2FD5EnzFYag4rYxhBeDzJakvo6O3Ft7GRY3z4xQB2S7Pdgmg4-2FSYZBYeP2Y0BxTcYtdYMfUEA5rFVpTThKz2BSqxT3xSgjVAyqnlx5VpMEBWoebAdzbOKoqmGeUYW-2FSGLuBZPT3iQCOaSQiCduwRkw-3D
http://sunnyday.mit.edu/safer-world/antoine-dissertation.pdf
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Benefits and Problem Statement

• Starting with abstract representations can be beneficial
– Helps to define the analysis scope
– May serve as common starting point for different systems/applications
– Supports uncovering unclear aspects quickly

• While iteratively progressing with the analysis, abstract 
representations are typically «discarded»

Proposal: Differentiate between Model and View;
Support multiple views.

5



Zürcher Fachhochschule M. Rejzek, ESW2017, Sept. 13-15 2017, Reykjavik Iceland

Model versus View
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Applied to STAMP
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Key Features

• Key features to support proposed concept:
– Allow to represent HCS by means of multiple diagrams (views)
– Allow using the same element on multiple diagrams
– Allow (certain) parent-child relationships among elements

• Sounds trivial … but it is not !
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Process used to analyze Concept
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Use Case: Complementing Views

10Maps of the public transportation system in Zürich

Illustration by VBZ
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Besides this being a pre-requisite for the other Use Cases …
An Analyst may want to analyze:
• different phases of a system

– Design Phase
– Operation Phase
– Decommissioning

• different «characteristics» of a system
– Dose control for radiation treatment
– Position control for radiation treatment

Model and analyze phases/characteristics separately
Capture everything on one huge HCS diagram
Use one model with multiple diagrams

Problem Statement
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– Basic Research
– Preclinical studies
– Clinical Development Phases I, II, III
– Post-marketing evaluation
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Complementing Views – Example
System Development and Operation
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Leveson, N.G., Engineering a safer world: 
Systems thinking applied to safety. 2012, 
Cambridge MA, USA: MIT Press.

Congress and Legislature

Company Management

Legislation

Government reports,
Lobbying,

Hearings and open meetings,
Accidents

Government Regulatory Agencies,
Industry Associations,

User Associations, Unions,
Insurance Companies, Courts

Regulations,
Standards,

Certification,
Legal penalties,

Case Law

Certification Info,
Change reports,
Whistleblowers,

Accidents and incidents,
Operations reports

Maintenance and Evolution

Operating Process

Problem reports,
Incidents,

Change requests,
Performance Audits

Revised operating procedures,
Software revisions,

Hardware replacements

Operations Management

Work instructions

Change requests,
Audit reports,

Problem reports

Safety policy,
Standards,
Ressources

Operations report

Congress and Legislature

Company Management

Legislation

Government reports,
Lobbying,

Hearings and open meetings,
Accidents

Government Regulatory Agencies,
Industry Associations,

User Associations, Unions,
Insurance Companies, Courts

Regulations,
Standards,

Certification,
Legal penalties,

Case Law

Certification Info,
Change reports,
Whistleblowers,

Accidents and incidents

Design, Documentation

Safety standards

Safety constraints,
Standards,

Test requirements

Hazard analyses,
Progress reports

Implementation and assurance

Test reports,
Hazard analyses,
Review results

Project Management

Safety policy,
Standards,
Ressources

Status reports,
Risk assessments,
Incident reports

Manufacturing Management

Policy,
Standards Safety reports

Manufacturing Process

Work procedures

Safety reports,
Audits,

Work logs,
Inspections

Hazard analyses,
Documentation,
Design rationale Maintenance and Evolution

Hazard analyses,
Documentation,
Design rationale

Hazard analyses,
Safety-related changes,

Program reports

Elements appearing on
both diagrams



Zürcher Fachhochschule M. Rejzek, ESW2017, Sept. 13-15 2017, Reykjavik Iceland

Complementing Views – Example
System Development and Operation
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Ruleset for Complementing Views

12 rules identified:
• The same controller may appear on multiple diagrams.
• A diagram may represent only a subset of the control actions 

generated/received by a controller.
• STPA Step 1 needs to be performed for all control actions 

irrespective of which diagram they are on.
• Every element (controller, controlled process, control action, 

or feedback) must appear at least on one diagram.
• …
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15Graffiti by Harald Nägeli at Schönberggasse 9, CH-8001 Zürich

Photo by Martin Rejzek, 2017

Use Case: Levels of Abstraction
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Problem Statement

An analyst may want to refine controllers and their control flow

16
Adesina A., Hussain Q., Pandit S., Rejzek M., Hochberg A. Assessing the Value of System Theoretic Process Analysis in a Pharmacovigilance 
Process: An Example Using Signal Management In Pharmaceutical Medicine, Springer; July 2017

http://em.rdcu.be/wf/click?upn=KP7O1RED-2BlD0F9LDqGVeSBU3xZ3HYLftru7RYu-2BS-2B-2FM-3D_X0IZ8ioqZspj0cBlPlY0PZtw95ltp18evIZx7zF0thJ-2FxaGoNYFiVlddz0qFICMzOpI0H4PMad8JeacA1R1JWw-2FD5EnzFYag4rYxhBeDzJakvo6O3Ft7GRY3z4xQB2S7Pdgmg4-2FSYZBYeP2Y0BxTcYtdYMfUEA5rFVpTThKz2BSqxT3xSgjVAyqnlx5VpMEBWoebAdzbOKoqmGeUYW-2FSGLuBZPT3iQCOaSQiCduwRkw-3D
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Levels of Abstraction – Example
Radiation Therapy
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Blandine A.
STPA Applied to the Risk Review of Complex Systems: An Example 
from the Medical Device Industry
MIT Ph.D Dissertation, 2012 (adaptation shown)
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Zürcher Fachhochschule M. Rejzek, ESW2017, Sept. 13-15 2017, Reykjavik Iceland

Ruleset for Levels of Abstraction
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22 rules and consistency considerations identified:
• A feedback may have multiple sinks.
• If a feedback has multiple sinks, they must be related to each 

other by a parent-child relationship.
• …
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Conclusion

Does using multiple diagrams (views) involve risks?
• If the analyst starts to focus separately on individual “pieces” 

and forgets the “holistic view”

As always, there are pros and cons:
Pros:

• Overview
• Traceable refinement process
• Possibility to highlight certain aspects
• Allows to explicitly go into details

Cons:
• Risk to forget “holistic view”
• Need to manage consistency  Software

19
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Outlook

Apply shown concepts a-priori to parts of European Spallation 
Source (ESS) in Lund, Sweden

– 5 MW linear proton accelerator with tungsten target
– A rather complex socio-technological system
– Apply STPA (in combination with other methods) in the context of 

Machine Protection

20
Visualization by ESS
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Contact:

Martin Rejzek
martin.rejzek@zhaw.ch

http://www.iamp.zhaw.ch/sks
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http://www.zhaw.ch/

	Foliennummer 1
	Outline
	The Role of Models in STPA
	Examples of Abstract HCS Diagrams
	Benefits and Problem Statement
	Model versus View
	Applied to STAMP
	Key Features
	Process used to analyze Concept
	Use Case: Complementing Views
	Problem Statement
	Complementing Views – Example�System Development and Operation
	Complementing Views – Example�System Development and Operation
	Ruleset for Complementing Views
	Use Case: Levels of Abstraction
	Problem Statement
	Levels of Abstraction – Example�Radiation Therapy
	Ruleset for Levels of Abstraction
	Conclusion
	Outlook
	Foliennummer 21
	Refinement of the HCS Diagram
	Levels of Abstraction – Example�System Development and Operation

