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e Starting with abstract representations can be beneficial

— Helps to define the analysis scope
— May serve as common starting point for different systems/applications
— Supports uncovering unclear aspects quickly

« While iteratively progressing with the analysis, abstract
representations are typically «discarded»

- Proposal: Differentiate between Model and View;
Support multiple views.
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« Key features to support proposed concept:
— Allow to represent HCS by means of multiple diagrams (views)
— Allow using the same element on multiple diagrams
— Allow (certain) parent-child relationships among elements

e Sounds trivial ... but it Is not !

1t :
" : S N,

A | A
! B | i l v T CAand FB from process?
v b v CAto B? | A
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/
000

Complementing views

Levels of abstraction

Intelligent sensors and actuators
Functional redundancies

33

*

ldentify Use Cases

33

*

/
000

Think through use case and analyze it:
Analyze Use Case  Own examples / literature
» Constructed examples

Derive Ruleset Derive a ruleset for this use case

for each use case separately

SEYETileElie B Verify the derived ruleset (a-posteriori)

Consolidate individual rulesets
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Use Case: Complementing Views
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Besides this being a pre-requisite for the other Use Cases ...
An Analyst may want to analyze:
 different phases of a system

— Design Phase — Basic Research
— Operation Phase — Preclinical studies
— Decommissioning — Clinical Development Phases |, II, IlI

— Post-marketing evaluation

 different «characteristics» of a system
— Dose control for radiation treatment
— Position control for radiation treatment

Model and analyze phases/characteristics separately ¢
Capture everything on one huge HCS diagram ¢ H
Use one model with multiple diagrams CH 11
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System Development and Operation

Congress and Legislatures

SYSTEM OPERATIONS

Congress and Legislatures.

Govermment Aepors|
Govwrmen Repers Lobbying
Legaianion l Lobibying eieton Hoarings and open
Hearngs and open meeings mestiogs
ccidents Accdents
Government Regulatory Agencies Government Regulatory Agencies

Industry Associations,
User Associations. Unions.
Insurance Companies, Courts

Industry Associations,
Usor Associations. Unions,
Insurance Companies, Courts

Regulasons Canmeaton o Reguistons )
i Aeciden snd incident
Corthicadon Canteanon Operatons repons.
Legal ponalies. Accidenis an incderes Legal penaies Mantenance Reports
Case Law Cate Low Crange repons
Company Wheviebomers
Management
Company
Satety Poicy Seatus Revorts
Stancas | i Management
Rescuncen Iitont Resars SaetyPotey
Poicr sn. pricid Opatstens Pupers
Project Resoucas
Mazard Anslyses Operations
- l Tnm Anaiyes Suaty Mo Canges ua "
Progress Repors [y —
2. Lrep— Chamge requeus
sign, Rt regons
Documentation e
Satey Conatrits aparts -
Standacs o Operatng Procedres [ Oparating Process
Tes Requremerss nolyees
Ravaw Results Human Conteoller{s)
Implomentation
and assurance
say [ =
o operstng peotstete
Manutacturing Decumaniaion Hisoues epacamants
Management Oevon Ravnle ==l
Mook |} satery repars
Brocsouses | st and Evolution P——
T [ Incduris
specions Cranga Requests
[Manutacturing Perarmance Ausis

Leveson, N.G., Engineering a safer world:
Systems thinking applied to safety. 2012,
Cambridge MA, USA: MIT Press.
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Complementing Views — Example
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12 rules identified:
* The same controller may appear on multiple diagrams.

« Adiagram may represent only a subset of the control actions
generated/received by a controller.

« STPA Step 1 needs to be performed for all control actions
Irrespective of which diagram they are on.

« Every element (controller, controlled process, control action,
or feedback) must appear at least on one diagram.
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Use Case: Levels of Abstraction

Photo by Martin Rejzek, 2017
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Problem Statement

An analyst may want to refine controllers and their control flow
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Adesina A., Hussain Q., Pandit S., Rejzek M., Hochberg A. Assessing the Value of System Theoretic Process Analysis in a Pharmacovigilance
Process: An Example Using Signal Management In Pharmaceutical Medicine, Springer; July 2017 16
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Levels of Abstraction — Example
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22 rules and consistency considerations identified:
« Afeedback may have multiple sinks.

 If a feedback has multiple sinks, they must be related to each
other by a parent-child relationship.

° o
% Controller B.1

= A A

S | |

\ 4 |

Controller B © '
: Controller B.2
T ' *
| | | |
v | | ' I
' v : :
Controller A FBl_l A1 FB1

o | Controller A :
: : 7Y |
S : :
4 | \ 4 |

Controlled Process

Controlled Process
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Does using multiple diagrams (views) involve risks?

 If the analyst starts to focus separately on individual “pieces”
and forgets the “holistic view”

As always, there are pros and cons:
Pros:

* QOverview

» Traceable refinement process

* Possibility to highlight certain aspects

* Allows to explicitly go into details

({) Cons:

* Risk to forget “holistic view”

* Need to manage consistency - Software
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Apply shown concepts a-priori to parts of European Spallation
Source (ESS) in Lund, Sweden

— 5 MW linear proton accelerator with tungsten target

— Arather complex socio-technological system

— Apply STPA (in combination with other methods) in the context of
Machine Protection

Visualization b); ESS. .
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